M DB spy

Version 1.0

I ntroduction
MDB spy isan analyzer for the MDB protocol. It uses an externa piece of hardware,
called probe, to monitor the MDB bus. MDB messages as sensed on the bus are sent to
the monitor program (MDBSPY .EXE) that runs on a PC.
MDB spy can show messages in raw as well asin an interpreted format. The raw display
format can be of use to perform low level debugging on the MDB bus. The interpreted
display format will only make sense when the devices on the MDB bus follow the MDB
protocol to areasonable extent, but then it will allow you a high level view of the
messages as they are exchanged between the bus devices.
To enhance using MDB spy as a debugging aid some features were implemented

® Timing - the bus timing is measured with a resolution of about 10 ps.

® Filters- itispossibleto filter out selected messages for selected devices.

® Journaling - asession can be recorded to disk for later replay.

® For certain devicesalevel can be set, e.g. level 1 or 2 for acard reader device.

® different display colors can be set for the VMC, for peripheral devices, for errors
and for messages.

® The display contents can be printed.

® Toggling between raw and interpreted displays to the same position in time



Raw display

,ﬁ MDB zpy - [loaded journal : F:\projectsVAADZ2\pchworkilogsicardreader. nl]
| Interprated [MDB]l Filters | Settingsl
per 000000.17&. 500 [0x000]1 = 0 000 ;I
per O0O0000.180.000 [0x000] = 0O 000 ?
per O000000.181. 500 [0x117] = 1 023
THMC 000000.182.000 [0x000] = 0 000 Eg
VMC 000000.184. 500 [0x113] = 1 019
VMC 000000.18&.000 [0x000] = 0O 000 Eg
VHMC 000000, 187,500 [Oxz000] = 0 000 o
TMC 000000.18%_ 000 [0x00E5] = 0 005
VMC 000000.190. 500 [0x0FF] = 0 Z55 Gj
VHMC 000000, 159E.000 [0x0FF] = 0 ZEE
TMC 000000153 500 [0x016] = 0 0OZE
per O0O0000.195_ 000 [0x1l00] = 1 000
VHMC 000000, 1595, 500 [0x11Z] = 1 012 2]
THMC 000000.15%2.000 [0x01Z] = 0 012
per 000000.15%_ 500 [O0x00E5] = 0O 005 “
per O000000.z01.000 [0x000] = 0O 000
per 000000, Z0E. 500 [0xz00E] = 0 0O0F
per 000000, Z04.000 [0x104] = 1 010 '
VMC 000000.z05. 500 [0x000] = 0O 000
VHMC 000000, 207,000 [0x113] = 1 013
TMC 000000.Z0&. 500 [0x00Z]1 = 0 00Z
VMC 000000.z1l0.000 [0x000] = 0O 000
VMC 000000.211.500 [0x001] = 0O 001
THMC 000000.Z21Z.000 [0x01&] = 0 0ZZ
per 000000.Z14. 500 [0x100]1 = 1 000
VMC 000000.z21e.000 [0x113] = 1 019
VHMC 000000, Z217. 500 [O0xz004] = 0 004
TMC 000000.Z21%_ 000 [0:x017] = 0 023
per O00000.zz0_ 500 [0x100] = 1 000
VHMC 000000, 2zE.000 [0x11Z] = 1 018
THMC 000000, 223, 500 [0x01Z] = 0 012
per O00000.zz5_000 [0x007] = 0O 007
per O000000.z22&_ 500 [0x107] = 1 007
VHMC 000000, Zz2.000 [O0xz000] = 0 000 _J
-
4| | 3
” @ FROBE DISABLED | @ Filters pass all ” Flay : F:\projectshA A2 pcuwork hlogsheardreader. jnl || j"L Exit

The raw display screen shows MDB traffic in raw format, no data interpretation is made.
The data source isindicated (as VMC or per(iphera)). The timeis shown in sms.us
format, the timing resolution is about 10 ps. For convenience the data is split into four
columns, the first column shows the 9 bit data in hexadecimal format, the second column
shows the value of the 9th bit (bit 8), the third column shows the 8 data bits in decimal
format and the last column (not visible here) shows an ASCII representation of the data
byte when available.

The vertical scroll bar can be used to scroll back up to 1500 linesinto the past.

For the right hand side column of buttons see the section about journaling buttons
For the bottom row of controls see the section about additional controls

Double clicking the raw display will try to show the interpreted display at the same

position in time. The position, when found, will be marked by small triangles in the left
and right margins.



I nter preted display

,ﬁ MDB zpy - [loaded journal : F:\projectsVA\DZ2\pchworkilogshcardreader. nl]
Raw [ICP) { Interpreted (MDE] Filters Settingsl
Desponse on Pecuest Id ;I
Peripheral Id 2
Marmfacturer code = LOG {string) E
Serial Mumber = 000000000001 (string)
Hodal MHumber = 000000000002 f(string) Ey
Software Version = 0001 (bed) =
VMC 000000.1E51.500 ACE - acknowledge (for Payment Media Reader / Card reader)
VHMC 000000. 1545000 [ Oxl1l4 0Ox001 0=015] G}
Dewvice = Payment Media Reader / Card reader
Commatd = Reader
SubConmand = Beader Enable
per 000000.1E57.500 ACE - acknowledge (from Payment Media Reader / Card reader) s
VMC 000000, 160, 500 [ OxllZ 0Ox01Z]
Dewice = Payment Media PReader f Card reader
Command = Poll
per 000000.163. 500 [ 0x003 0x10Z]
ERR PER error: Checksum - seen 0x0Z (byte), expected O0x03 '
TMC 000000, 168,000 BET - retransmit request (for Payment Media Reader / Card reader)
per O0O0000.181.500 [ 0x003 Ox000 O0x004& Ox001 OxO00Z Ox003 0Ox004 Ox000 Ox000 Ox000 Ox117]
Beply from Card reader
Poll response
+ Begin Session
Funds awvailable = 10 (word) (scaled)
Payment media Id = 0x010Z0304 fulong)
Payment type = 0000 0000 (hits)
Payment data = 0 (word)
MNOTE : EBEeader lewel Z aszsumed - zee Filters/Card reader
VHMC 000000.183.000 ACE - acknowledge (for Payment Media Reader f Card reader)
VMC 000000.153. 500 [ 0x113 0x000 02000 0x008 0xO0FF OxOFF 0x0l6)
Dewice = Payment Media Reader f Card reader
Command = Vend _I
SubConmand = Vend Reoquest
T+~ Tlara e - C drrma-dh dmmml AN i
4| 3
=
| @ PROBE DISABLED | @ Fiterspassall | Interpreted display (R e

The interpreted display shows an interpretation of the raw data stream according to the
MDB specification.The data source isindicated (as VMC or per(iphera)). Thetimeis
shown in s.ms.pus format, the timing resolution is about 10 ps.

The vertical scroll bar can be use to scroll back up to 1500 lines in the past.

For the right hand side column of buttons see the section about journaling buttons

For the bottom row of controls see the section about additional controls

Double clicking the interpreted display will try to show the raw display at the same
position in time. The position, when found, will be marked by small triangles in the left
and right margin.




Filters

5 W00 5oy

Raw [ICF']l Interpreted [MDB)  Filters
Current filker zettings were read fram
I L Load .. | 3ave .. | ? | [FAPROJECTS 24022 PC W ORKMDBSPY.INI

|D Fezerved

2 Card Reader 00001 - (1. 0x01) - Coin AcceptorfChanger
3 Awdit Spstem
4 Dizplay

5 Erergy man sws & Filter none = Filter all = Usze checkbores
F Bill \f alidatar
7 Rezerved

8 Univ. Sat. Dew. #1 ~Standard commands

9 Univ. Sat. Dev. 2
10 Univ. Sat. Dev. 83 I™ 0:00-08-RESET

11 Rezerved

12 Roserved [~ 0x01-09-STATUS
13 Reserved ™ 0402 - 04 - TUBE STATUS
14 Rezerved
15 Reserved [~ 0x03-08 - POLL

16 Reserved
17 Raserved [~ 0x04-0C - COIN TYPE

18 Reserved [~ 005 - 0D - DISPEMSE
19 Regerved
20 Reserved [T 006 - undefined
312 Egzgxzﬂ [~ 0407 - OF - EXPANSION CMD
23 Rezerved

24 Reserved

25 Reserved

26 Rezerved

27 Reserved

28 Reserved

29 Rezerved

30MC Specific Periph. 1

31 WML Specific Periph. 2

Settings |

rDevice control

| @ Probe enabled | (@) Filters pass &l ” || jI-L Enit

Filters are used to disable interpreted display for selected devices or commands. Itis
possible to store filter settings into atext file for later use. Filters can be enabled or
disabled globally as well as on a per device basis.

Current filter file

Current filter zettings were read from
IE”ab'ed Load... | Save . | 4 | [FPROJECTS ANIZ2 P W ORKAMDESPY.IN

Filter settings can be loaded from and saved into atext file. Use the L oad... and Save...
buttons for this. In addition the last filter settings used will be automatically saved into
the program's INI file (MDBSPY .INI, located in the same directory asthe MDBSPY .EXE
program). The Enabled button is used to enable or disable the filters altogether. It has the
same function as the Filter mode button that can be seen at the bottom of the screen (also




see the section about additional controls).

Filter device selection

0 Reserved

2 Card Reader

3 dudit Spsten

4 Digplay

5 Energy man zys

& Bill W alidator

7 Rezerved

8 Univ. Sat. Dev. #1
A Univ. Sat. Dew. #2
10 Univ. Sat. Dev. #3
11 Reszerved

12 Reserved

13 Reszerved

14 Rezerved

15 Reserved

16 Reserved

17 Reserved

18 Reserved

19 Reserved

20 Rezerved

21 Reserved

22 Reserved

23 Reserved

24 Rezerved

25 Reserved

26 Reserved

27 Reserved

28 Reserved

29 Reserved

A0 Specific Periph. 1
3 WML Specific Perph. 2

Filter settings are shown on a per device basis, the filter device selection box lets you
select the device for which the filter settings will be shown. Moving the mouse cursor
over adevice name will pop up it'sfilter settings into the panel on the right hand side.

Device control

00001 - (1. 0x01) - Coin AcceptorfChanger
"Degi-:e contral

* Filter none " Filker &l = Use checkboxes

In the device control section you can indicate whether you want
® No filter for thisdevice, or to show all - select Filter none
® Nothing displayed for this device - select Filter all

® To selectively disable display of certain commands for this device - select Use



checkboxes

Standard commands

—Standard commands
[~ 0400-D5-RESET
[T 0401-D03-5TATUS
[T 0402 - DA - TUBE STATUS
[~ 0403- 0B - POLL
[~ 004 - DC - COIN TYPE
[~ 0405-0D - DISPEMSE
[T 0206 - undefined
[~ 0407 - OF - EXPANSION CHD

When, in the Device Control section, you choose to Use checkboxes, it is possible to
selectively disable interpreted display for the commands checked in the Standard
commands box.

Reader leve

Reader Level
1l
v 02

Certain MDB devices need some additional information in order to be able to interpret
the data stream correctly. E.g. for changer devices you must specify whether they are
expected to operate accordingly to the level 1 or the level 2 specifications. For details
about device dependent settings please refer the MDB specification



Example text —-&> terminal prewview

In this tab sheet various system and user settings can be made.
® Comm port - the communications port to be used.
® Logfiles- thejourna fileto be used.
® Printer settings - the printer, printer font and paper orientation to be used.

® Display settings - user preferences for the two display screens.

Comm port

o os |




The current communications port can be selected from the drop down list. A port to be
used must be a serial RS232 port that supports a Baud rate of 115k2.

Log files

Log file:
Journal file Browse ...

IF:'\plDiects'\.t'-\'\I322'\pc'xw0rk\logs\raw.inI

| = Append * Rewrite ‘

By clicking the Browse... button ajournal file can be selected. The record mode can be
set to Append or Rewrite.

In Rewrite mode the journal file will be cleared each time journal recording is started.
In Append mode the current journal file will not be cleared each time a new recording is

started, but instead new journaling data will be appended to the selected file.

Printer settings

rFrinter getting
Printer Browse ...

IGhDstScript on YSLUMMEL\postzcript

Fant Browse ..

|Eourier MHew - B

‘ i Partrait " Landscape ‘

The printer to be used for display dumps can be selected by clicking the upper Browse...

button. A printer font can be selected independently from the display font by clicking the
lower Browse... button. When the printer has support for paper orientation the preferred

orientation can be selected here as well.



Display settings

rDizplay setting

Colors
Wme |Peripheral| Errar I Meszage

Fant Browsze ...

Caurier Mew - 8

Preview

Exauple text -+ terminal preview

Fore- and back-ground colors can be set independently for Vmc, Peripheral, Error and
M essage categories. By clicking the Browse... button afont can be selected for both the
raw and the interpreted displays. The Preview window will give an impression of what a
certain selection will look like in the display windows.

Color selection

Calarg
e |F'eri|:hera|| Errar I Message

ol 11
HEN
11
| IS

A foreground color is selected by left clicking on one of the colored squares, a
background color by right clicking.



Additional controls

Bottom line

| @ EROBE DISABLED | @ Fiterspassal | Interpreted display overFLow | i Est |

With the Probe button, here shown in its disabled state, the probe can be set to enabled or
to disabled. This can be used to immediately freeze the display when something that
might need attention scrolls by on the visible display.

With the Filter button the current filter settings can be made active or inactive. This
button can show up in three states - Filters off, Filterspassall (as shownin the
illustration above) or Filtersactive. Filters passall indicates that filtering is enabled, but
the current filter settings are completely transparent, so effectively all interpreted data will
be shown.

The third pane (reading 'Interpreted display' here) shows hints and messages when the
mouse hovers over certain screen areas.

The Exit button will terminate the program when clicked.

The word ovERFLOW will light up in red when a data reception overflow was detected.
When lit, this means that the PC was not fast enough to follow the incoming MDB data
stream and that some datais lost. The overflow condition can be reset by clearing the
displays, or by disabling the probe and re-enabling it. Also, when the data rate drops, after
awhile the overflow indicator will be cleared automatically.

The intermediate data buffer, which signals for overflow conditionsis set to a size of
about 500 items, so data gaps will only occur 500 items after the overflow condition was
detected.

When the MDB spy program is set to a smaller window size, or (even more effective)
when the displays are made invisible (by selecting a non display tab) it will be able to
copy with faster data rates.



Journaling controls

@ P D

v 4 »

The buttons shown above have the following functions (top to bottom)

© [F1] help

® [F2] load journal file for playback

® [F3] print current display

® [F4] clear both displays

® [F5] start or stop recording to the journal file

® [F6] rewind the currently loaded journal file

® [F7] run or stop the currently loaded journal file
The [Fx] prefix shows the function key that is associated with each of the functions.
Journal files provide a mechanism to store a spy session into adisk file. Such afile can, at
alater stage, be read by the program and played back asif the data was supplied by the
probe. Journal files have arelatively straight forward text format, so it is possible to to
type them by hand, thisway it is possible to quickly check certain aspects of a certain

MDB protocol implementation.

For examples of Journal files please take alook at the supplied *.IJNL filesin the
application's LOGS sub directory



Keyboard shortcuts

{key {function lin tabsheet
ALT+A |Reader level [filters
ALT+C {Comm port settings
ALT+D |Display settings settings
ALT+E lenable filters [filters
ALT+F lenable filters global
ALT+) |journa| file settings
ALT+L load filter ffilters
ALT+N |Display font settings
ALT+O {Printer font settings
ALT+P |Probe enable global
ALT+R {Printer settings
ALT+S save filter [filters
ALT+T standard commands [filter
ALT+V |Device control Ifilter
ALT+X |Exit program global
|UP Scroll up

|IDOWN Scroll down




|PAGE UP

Scroll up page

|PAGE DOWN scroll down page
SHIFT+UP Scroll up page
SHIFT+DOWN Scroll down page

SHIFT+PAGE UP

Scroll down large page

SHIFT+PAGE DOWN Scroll up large page

IF1 {Help

|F2 {Load journal file

IF3 {Print current display (if any)
|F4 |Clear displays

|F5 ftoggle record journal

|F6 Journal rewind

|F7 Toggle play journa

|F9 Toggle form zoom

The probe

The probeis an external piece of hardware to be inserted into the MDB bus. It will detect
any MDB traffic, time stamp it and send it through to the analyzer program that runs on a
PC.

The probe must be connected to a serial RS232 port that has support for a Baud rate of
115k2. A standard RS232 cable can be used (provided it is no longer than 1.5 m), no
handshaking is needed.

The probe's power will be drawn from the MDB bus, no external power supply is needed.



The probe has some LEDs that can assist in trouble shouting the (not) functioning of the
MDB bus or the RS232 connection. From right to left :

® Power led (right most) - lit when power is drawn from the MDB bus and the probe
is functioning well.

® PC Rx led - thisled should be on when the MDB spy program is connected to the
the probe. When it starts flashing irregularly, or even goes off completely, thisis
an indication for the PC not being able to cope with the probe's data stream. See
also the explanation for OVERFL OW in the bottom line section.

® Peripheral led - MDB master receive, blinking briefly when a peripheral deviceis
transmitting on the MDB bus.

©® MDB VMC led (left most) - MDB master transmit, blinking briefly when the
VMC issending MDB data

Refer ences

M DB protocol

The MDB Spy program is implemented according to the MDB specifications as stated in

NAMA MDB / ICP protocol specification
Supported by the NAMA, EVA and EVMMA organizations.
Version 1.0 October 14, 1998

This protocol can be obtained from the NAMA organization



